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Confidentiality statement

This document contains information confidential and proprietary to Egress Software
Technologies. It shall not be disclosed in whole or part by the recipient to any third party or to
any employees other than those who have a need to know such information. It shall not be
duplicated or used by the recipient for any purpose other than to evaluate Egress Software
Technologies products and services.

No part of this document may be reproduced, distributed, stored in a database or retrieval
system, or transmitted in any form or by any means, without the exclusive and written
permission of Egress Software Technologies. No liability is assumed for damages resulting
from the use of the information contained herein.

Copyright notice

Copyright © 2019 Egress Software Technologies. All rights reserved. Registered Address:
White Collar Factory, 1 Old Street Yard, London, EC1Y 8AF, United Kingdom.
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Egress Email Protection Client 6.0
User guide

Egress helps protect unstructured data to meet compliance requirements and drive business
productivity. Our Al-powered platform enables users to control and secure the data they share.

As the first, and currently only, NCSC CPA IL3 Foundation Grade-certified email encryption
product on the market, Egress Email Protection enables customers to share highly sensitive
information over the internet, without the need to manage external third-party credentials.

This guide details the installation and use of the Egress Email Protection Client 6.0 for
Microsoft Windows, including the Microsoft Outlook Add-in, Large File Transfer, and support for
Egress Risk-based Protection.

What’s new in Email Protection 6.0?

Email Protection 6.0 is significantly different from previous versions of the Egress desktop
software. Major changes are summarised below. For more information, please read the Egress
Email Protection Client 6.0 — FAQ document.

e Support for Egress Risk-based Protection (Note: this functionality is not enabled by
default and is not included as standard within Egress Secure Email deployments.)
e Support for WSFED and SAML authentication
e New installer
o Includes Secure Email, Large File Transfer and Risk-based Protection
o Previous versions will need to be uninstalled first
o Your Egress Technical Account Manager will manage this process completely
e Email Protection now completely based within MS Outlook
o No System Tray menu
o No Package Creator
o No Sent Packages
o Does not include Egress Document Classification or Egress Secure Workspace
integrations for Microsoft Word, Excel and PowerPoint
e Support for DLP playback
e NET 4.6.2 required

Note: Email Protection 6.0 does not support Large File Transfer through Outlook when
Outlook is running in online or non-cached mode

wWww.egress.com Copyright © 2019 Egress Software Technologies Ltd. All rights reserved.
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Installation

System requirements

Your system will need to meet the following requirements before installing the Email Protection
6.0 client:

Microsoft Windows 7/8/10

Microsoft Office 2010/13/16/ProPlus

Microsoft .NET 4.6.2 or later

Microsoft Visual Studio 2010 Tools for Office Runtime (VSTO)

Email Protection 6.0 can run on 32-bit and 64-bit versions of Windows.

Getting the Email Protection Client

Your Egress Technical Account Manager will be able to provide you with the Email Protection
Client 6.0 installation files and complete guidance on setting up the software across your
organisation. This includes silent installations using a software deployment application such as
Active Directory Group Policy and MS SCCM.

wWww.egress.com Copyright © 2019 Egress Software Technologies Ltd. All rights reserved.
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Getting started

Creating an account

Before you can use Egress, you need to create an account by doing one of the following:

. Visiting http://www.egress.com/register/ and signing up.
. Receiving an invitation from the Egress account administrator within your

organisation.

Business users with a paid subscription to Egress can send an unlimited number of secure
messages. To use the service free of charge, you must include a paying subscriber in the To or
Cc field. Free users are also provided with 25 credits when they sign up to the service, enabling
them to send secure messages to 25 other non-paying users.

Signing in
After Email Protection 6.0 is installed on your machine, it will appear in the Microsoft Outlook

ribbon when you launch Outlook.

S
L

Home Send / Receive Folder

M G W&
= - .
Mew  Mew Signin Delete Archive
Email ltems~ | toEgress o
Mew Egress Delete

e Select the Sign in to Egress button to sign in. Enter your Egress ID credentials into the
window that opens.

Alternatively, you may have been signed in automatically if your organisation is using a SAML
2.0 identity provider or another authentication service.

wWww.egress.com Copyright © 2019 Egress Software Technologies Ltd. All rights reserved.


http://www.egress.com/register/

COMMERCIAL IN CONFIDENCE

Using the Microsoft Outlook add-in

The Email Protection Outlook add-in lets you send secure emails and attachments from within
Outlook. When the Outlook Add-in is installed, additional buttons become available in the ribbon:

When viewing your inbox or sent items, use the Sent Packages button to access the
Package Library in your web browser, which displays secure messages you have
sent previously and enables you to access individual message properties and access

lists.
File Haome Send / Receive Folder View Add-i
—v Wfl == [ Ignore x -
L]
=1 & 8 =]

Clean Up ~
Mew  Mew Sent  Secure Delete Archive
Email ltems~ Packages Vault 3@Junk'
Mew Egress Delete

In addition, if you have any pending access requests you will see an extra button
showing how many pending requests you currently have.

When composing a new email, three buttons are available under the Message tab
for choosing the email security level, adding message restrictions and attaching large

files.
Message Insert Options Format Text
g @ N 5]

UMCLASSIFIED  Message — Attach Paste g 1 U
- Restrictions Large Files - 4 h

Egress Clipboard =

When viewing a secure message, you have sent in the past, press Properties to
view and change the properties of the secure message. (Note: depending on the
Egress infrastructure your organisation is using, this option may not be available to

you)
= Secure Reply ™ Secure Reply Al 7 Secure Forware 40F Properties

@ The package is currently classified as CONFIDENTIAL

Sending a secure email

1. Open a new message in Outlook, completing the To, Cc and Subject fields and
composing your message as normal.

2. To send the email securely, click on the dropdown menu and choose your desired
security type. The options available here are dictated by your business account’s
policy and so some options may not be available.

wWww.egress.com Copyright © 2019 Egress Software Technologies Ltd. All rights reserved.
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LT ¢ 2 v | A—  1— L]
'i\ @ % & Calibri (Bot ~ Aa Z-S- ke |2 é\@ I Atta
Em 07 Atta
UNCLASSIFIED Message  Attach Paste . B I U 3. A - === e 3= Address Check )
- Restrictions Large Files - B = " Book Names LA Sign
UMNCLASSIFIED

Select this policy for non sensitive information.

C

CONFIDENTIAL I
Select this policy to encrypt the email message and attachments. Authenticated users will be permitted to copy and save i
the message body and attachments.

INTERNAL 1
Select this policy to encrypt the email message and attachments when sending to internal recipients, Authenticated users
will be permitted to copy and save the message body and attachments but email will remain encrypted at rest.

RESTRICTED ACCESS
Select this policy for highly sensitive information. Message will be encrypted at point of send, recipients are not
permitted to save, copy/paste or print message body or attachments. Can be sent to both internal and external recipients,

3. Press Message Restrictions to configure time restrictions for the secure message.

These restrictions are optional and can be changed at any point, even after the email
has been sent.

Message Restrictions ot

A message that has expired or is not yet valid can
only be accessed by the package author.

[] Valid From: 23 May 2019 2
] Valid Until: 23 June 2019 2
[0].4 Cancel
4. Press Send as usual once your message is complete.

wWww.egress.com Copyright © 2019 Egress Software Technologies Ltd. All rights reserved.
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Egress Large File Transfer

Often, email clients limit the maximum file size of attachments. Egress Large File Transfer (LFT)
lets you send large files securely by uploading them to hosted Cloud storage.

Note: Client 6.0 does not support LFT through Outlook when Outlook is running in online
or non-cached mode

Using the LFT sidebar in Outlook to send large files

If LFT is enabled, attachments greater than 10MB will be added to LFT by default and the Attach
large files icon is displayed in the Outlook ribbon of an email.

d @ N

UMCLASSIFIED  Message  Attach

v Restrictions Large Files
Egress
1. Open a new email in Outlook and select Attach Large Files to open the LFT sidebar.
2. Select files to attach by dragging and dropping them into the sidebar or manually
select them by pressing Browse.
3. To send the email with the large files attached, simply press Send as normal.

& Attach Large Files

Drop files on this panel or Browse

w Egress Email Encryption - Full demonstrati... 39.1 MB

Note: Once the LFT sidebar is opened, any files attached to the email will be sent via large file
transfer regardless of size.

. To remove any files attached to the sidebar, either press the X button next to the
specific file or select the file and press the Delete button on your keyboard.

Sending large files without the Outlook sidebar

Large File Transfer can also be configured so that the sidebar is disabled while the LFT function
remains enabled. The Attach large files button will not be displayed and there will be no
sidebar, but the total attachment size will be displayed. In this mode, if the attachments are under
the default size limit for large file transfer (10MB), they will still be sent as a normal email
attachment. As soon as the size limit is exceeded, the files will be converted to .switch files and
sent by large file transfer.

wWww.egress.com Copyright © 2019 Egress Software Technologies Ltd. All rights reserved.



COMMERCIAL IN CONFIDENCE 0/. wresso

Managing secure messages

Once a secure message is created, the author remains in control even after it has left the network
where it was created. The Sent Packages library provides a way to manage and control the
lifecycle of all the messages that you have created.

Access the package library by selecting Sent packages from the Outlook ribbon.

Home Send / Receive Folder View Add-ins
EI [=T m == [ Ignore x .
& =8 =] !

7 Clean Up -~
Mew  Mew Sent  Secure Delete Archive F
Email Items~ Packages Vault &5 Junk~
MNew Egress Delete

The Sent Packages menu organises secure messages into smart folders. You can easily locate
messages based on date, type and classification.

Viewing and editing message properties

The properties (including details, validity and access rights) of a package can be controlled
remotely, even if the message has left the physical network.

. To access the properties of a message, click on the Sent Packages button and
locate the message.
. Depending on the infrastructure setup your organisation is using, you may be able to

reach the properties of the message directly from the message in your Sent ltems
folder. Click Properties and the information will appear in a sidebar.

= Socure Reply ™y Secure Reply Al @ Secure Forvare 40 Properties

‘ The package is currently classified as COMFIDENTIAL

The Details tab displays information about the message, and lets you perform the following

actions:
G_ egress Administration Panel
Package IV-190515-163154
Details | Package contents | Delivery reports | Audit Events |
. View the file contents and structure of the message.
. Copy the download URL to send to a recipient.
. Edit the subject of the message.
. Disable access to the message by changing its status.
. Control the classification level of the message.
. Modify or add time restrictions to the message.
. Edit tags assigned to the message.

wWww.egress.com Copyright © 2019 Egress Software Technologies Ltd. All rights reserved. -



COMMERCIAL IN CONFIDENCE C,. %resso

Disabling access to a secure message

You can disable access to a secure message completely, preventing all recipients from
accessing its contents.

1. Go to Sent Packages and click on the secure message you wish to disable.

2. In the Details tab, go to Status and use the drop-down menu to change the status
from Active to Revoked. Press Save Changes to confirm. You can change the
status back to Active at any time, to re-allow recipient access.

Status: Active H
Active
Revoked |

Changing secure message classification

You can change the classification of a message after you have sent it. Classification dictates
what the recipients can do with the contents of the message:

Classification: COMNFIDENTIAL M
Tage: CONFIDENTIAL
9 INTERNAL
RESTRICTED ACCESS
1. Go to Sent Packages and click on the package whose classification you wish to
change.
2. In the Details tab, go to Classification and use the drop-down menu to choose a

new classification. Press Save Changes to confirm.

Adding time restrictions to a secure message

You can add time restrictions to a secure message, meaning its contents are only available to
recipients in a certain time frame. Use this feature when you want to disable access to a secure
message after a certain point or prevent access before a specific time. This feature allows you
to specify both a date and exact time.

valid from: | |ﬁ | |clear
Walid until: | |ﬁ | |clear

1. Go to Sent Packages and click on the package whose time restrictions you wish to
change.

2. In the Details tab, go to Valid From and/or Valid Until and check the appropriate

check box to activate the time restriction. Use the drop-down menus to choose a valid
from or valid until date. Press Save Changes to confirm.

Editing secure message tags

When you send a secure message, you can tag it with keywords in order to make searching
through the Sent Packages library more straightforward. You can also edit these tags later.

wWww.egress.com Copyright © 2019 Egress Software Technologies Ltd. All rights reserved.



COMMERCIAL IN CONFIDENCE

1. Go to Sent Packages and click the package whose tags you wish to change.
2. In the Details tab, go to Tags and type in the message box the tags you wish to add,
or delete existing tags. Press Save Changes to confirm.

Managing access privileges

Each secure message has a defined list of recipients able to gain access. You set these before
you send a secure message by adding recipients to the To field of the email. You can also
manage this access list after sending.

1. Go to Sent Packages and click the message whose access you wish to manage.

2. In the Details tab, the message box in the To section displays who currently has
access to the message.

3. To add people to the access list type their email addresses into the box, separating

multiple recipients with semicolons.
To remove a recipient, delete their email address from the list.
Press Save Changes to confirm.

ok

Skatus: | Active M

valid from: | |ﬁ | |clear
Valid until: [ |3 | |

To: iohn.smithi@egressdemo.co

Viewing message delivery reports

Delivery reports display when a secure message was accessed and by whom it was accessed.
To view a message’s delivery report:

1. Go to Sent Packages and click on the message whose delivery report log you wish
to view.
2. Go to the Delivery Reports tab. The ID and the time of first and last access is

displayed for each recipient. Under this is another list showing the recipients who
have not yet accessed the message.

Package IV-190515-163154
[ Details | Package contents | Delivery reports | Audit Events |

The package was delivered to the following recipients:

User information

# First access a Last access

115 May 2018 5:10 PM 20 May 2018 12:27 i & john.smith@egressdemo.com

Viewing audit events

You can view detailed information about the lifecycle of a secure message. The audit events log
shows details of authorised and unauthorised access attempts, with authorised attempts

wWww.egress.com Copyright © 2019 Egress Software Technologies Ltd. All rights reserved.
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showing as a green tick and failed attempts showing as a red cross. To view a secure message’s
audit log:

1. Go to Sent Packages and click on the package whose audit events you wish to view.
2. Go to the Audit Events tab. The events log here displays the following information:
. Time: the date and time when the audit event occurred
. Description: details of the event, including the user and their ID

IP address: Select an audit event to display in the bottom field the IP address of
where the event occurred, and which version of the software was used. Press the
IP address to view a geographic summary of the location.

| Details | Package contents | Delivery reports | Audit Events

# Time » Description
1 22 May 2019 427 PiM @ Access granted to user john.smith@egressdemo.com

wWww.egress.com Copyright © 2019 Egress Software Technologies Ltd. All rights reserved.
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Secure Access Viewer

Versions 4.5 and above include a Secure Access Viewer. The Secure Access Viewer restricts
the following recipient actions:

. Copy / Paste

. Save / Save as
. Drag & Drop

. Print screen

. Print

The Secure Access Viewer is supported on both 32 and 64-bit versions of Windows 7, 8 and 10,
and is compatible with Microsoft Office 2010 and above.

Setting up secure access

1. If your policy is set up to enable secure access, open a hew email and fill in the To
and Subject fields and write the message body as usual, then select the
Classification button in the Outlook ribbon.

2. Choose Restricted Access to prevent recipients from saving, copying or printing the
message body or attachments. Send the email.

g @ N g Ik

2 .;. g ‘.,\.. @J Atta

07 Atta

UNCLASSIFIED Message  Attach Paste g 1 U @ . A ©= 5= Address Check .
~ Restrictions Large Files - > B ~ Book Names L# sign
UNCLASSIFIED c

Select this policy for non sensitive information.

CONFIDENTIAL
Select this policy to encrypt the email message and attachments. Authenticated users will be permitted to copy and save
the message body and attachments,

INTERNAL
Select this policy to encrypt the email message and attachments when sending to internal recipients. Authenticated users
will be permitted to copy and save the message body and attachments but email will remain encrypted at rest.

RESTRICTED ACCESS
Select this policy for highly sensitive information, Message will be encrypted at point of send, recipients are not
permitted to save, copy/paste or print message body or attachments. Can be sent to both internal and external recipients.

Viewing restricted secure emails and attachments

When viewing a restricted access message within Outlook, moving the cursor outside of the
message window will cause the window to blur so you can no longer see the contents of the
message. Moving the mouse back over the window re-displays the message.

B0 ¢4

[ [ e —

. —_— Y (2 a | Yo B 5 n 2 A o
Bignore D ® Qrg= & » B 6 m > EQ‘\,A Q @
& jurk- Deete Archive  Message  Reply Reply Forward [ ey = Move *.  Asmign Murk Cotegorice Folow Tondste —  Resd  Zoom Customer
& Properties Al = " Policy: N Up~ - T Aoud Manager

Dulete s Respons < Mo gs + Eating  Speecn z00m

Hover here to view secure content

wWww.egress.com Copyright © 2019 Egress Software Technologies Ltd. All rights reserved.
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Any files attached to a restricted access secure message are viewable only within a secure
viewer. Recipients are only able to view the document; they cannot copy any text or save the
document. A watermark of the recipient’s email address is added to the document in order to

mitigate the risk of data leaks.

e Double click on the attachment to open it within the secure viewer

Moving the mouse away from the secure viewer window will hide the contents of the
attachment.

e Click on the secure viewer to view the contents of the attachments again.

wWww.egress.com Copyright © 2019 Egress Software Technologies Ltd. All rights reserved.
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Egress Risk-based Protection

Email Protection Client 6.0 includes support for Egress Risk-based Protection, a solution
developed by Egress to prevent misdirected emails and ensure appropriate security is applied
in every situation. It integrates into Microsoft Outlook to provide real-time advice and
notifications concerning a user’s choice of email recipients and security.

Note: Risk-based Protection requires an additional user subscription in order to function.

If you are a license holder of Risk-based Protection, Endpoint 6.0 contains the Outlook add-in
to enable protection against the accidental send.

How Risk-based Protection works

When adding recipients to an email, Risk-based Protection will automatically respond. Based
on the user’s selected classification and recipients that have been added, a risk score is
calculated, and guidance is displayed. Further information is available by clicking “Learn more”
and opening the side panel.

When a user clicks send on an email, the Risk-based Protection engine will automatically
apply the correct level of security based on the recipients. This could be TLS, message-level
encryption, or use of an additional third-party security tool.

Suggested recipients

If the added recipients seem correct, Risk-based Protection will also suggest additional
recipients based on groups of recipients you have previously emailed.

e To add any of the recommended recipients to the email, select the recipient’'s name
from the list. The user will be added to the Cc field.

e The email is safe to send. Learn more! You may want to add some of these too: john.smith@egress.com x

Accidental send prevention

If Risk-based Protection detects a problem with any of the added recipients, a warning will
appear.

g Your emails risk level is MEDIUM. Pleaze click here to make adjustments

e Click on the warning to see details of the potential problems with the recipients and
adjust as needed.

If no changes are made, the user may be required to add an additional level of protection to
the email, such as encryption.

Examples of potential recipient mistakes include:

wWww.egress.com Copyright © 2019 Egress Software Technologies Ltd. All rights reserved.
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1. Mistyped recipients

@ Egress Risk-based Protection

The risk assessment of your recipients is shown below

Unwverified Recipienis

Hover over an email address to gain more information

john.smitth@egressdemo.com

| Did you really mean john.smith@egressdemo.com?

&. egress

e Inthe sidebar, select the correct spelling of the recipient address to replace the
recipient spelt incorrectly.

2. Incorrect recipients

@& Egress Risk-based Protection

The risk assessment of your recipients is shown below

Unwerified Recipients

Hover over an email address to gain more information

johnsmith@egressdemo.com

| This recipient may not belong in this email

i ipis 3

¢ In the sidebar, select the recipient that does not belong in the email to remove them
from the message.

3. New recipients

If you have never emailed a recipient before, you may be notified before you send that it is

recommended to double check that the recipient address is correct.

wWww.egress.com
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@& Egress Risk-based Protection

The risk assessment of your recipients is shown below

Unverified Recipients

Hover over an email address to gain more information

jansmith@egressdema.com

‘ You have never emailed this recipient before |

Advanced spear phishing protection

Spear phishing attacks use email addresses that look like familiar addresses but differ slightly.
It is not always easy to spot this when replying to the email. When a user replies to a phished
email, Risk-based Protection analyses the recipients and flags the recipient as high risk.

@ Egress Risk-based Protection

The risk assessment of your recipients is shown below

Unwverified Recipients

Haover over an email address to gain more information

& jchnsmith@egresss.com

This domain has been blacklisted

The user can then desist from replying. Should the user ignore all warnings and guidance, they
can be blocked from sending the reply at all.

wWww.egress.com Copyright © 2019 Egress Software Technologies Ltd. All rights reserved.
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Policy configuration

At the heart of the Egress Infrastructure is a powerful policy and classification engine. This
centrally managed engine allows administrators to enforce decisions over how data should be
sent, which security policies are required and how data access is audited. If permitted, users
can choose their own level of security when exchanging information, but this decision can be
overridden by centrally defined policies.

Any number of classifications or policies can be defined to suit your organisation’s workflow.
This includes: completely automating the classification process for end-users, allowing users to
make decisions as to whether the information being sent is safe enough for public access, and
controlling highly sensitive data so it cannot be accessed outside your organisation.

For more information on Egress policies and what is possible please refer to the Egress Branding
& Policy document.

wWww.egress.com Copyright © 2019 Egress Software Technologies Ltd. All rights reserved.
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Egress support centre

Should you encounter any problems with Egress please visit the Egress Software
Technologies Support Centre www.egress.com/support.

Useful contact information

Telephone numbers:

Egress Europe: +44-844-8000-172
Egress North America: 1-888-505-8318
Egress Australia: 1-800-768-043
Egress Singapore: 800-130-2208

Website and email addresses:

Egress website address: Www.egress.com

Egress Sales: sales@egress.com

Account Services: accountservices@egress.com
Support: support@egress.com

Follow Egress online

Twitter: https://twitter.com/EgressSoftware

Facebook: https://www.facebook.com/EgressSoftware/
LinkedIn: https://www.linkedin.com/company/eqgress-software/
Egress blog: https://www.egress.com/blog/

wWww.egress.com Copyright © 2019 Egress Software Technologies Ltd. All rights reserved.
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Egress Software Technologies Ltd

Egress Software Technologies is the leading
provider of information security services designed
to secure shared data from start to finish using a
single platform: Egress.

The Egress platform is made up of highly integrated
and flexible service lines. These award-winning
services include email and document classification,
the only email and file encryption product to be CPA
certified by NCSC, secure managed file transfer,
secure online collaboration and secure archive.

WWW.egress.com

< info@egress.com
@ 0844 800 0172
¥ @EgressSoftware
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