» |National Cyber
Security Centre

Early Years practitioners:
using cyber security to protect your settings.

How to protect sensitive information about your setting and the
children in your care from accidental damage and online criminals.
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Introduction

Early Years education and childcare
settings', like most other work
environments, are increasingly
reliant on technology.

Smartphones, computers, laptops
and tablets are a fundamental part
of modern life. From online banking
and shopping, to email and social
medig, to the 'smart’ devices that
monitor and protect our homes
and work premises - it's difficult to
imagine how we'd function without
them.

That's why it's more important than
ever to take steps to protect these
devices (and the data we store on
them) from accidental damage, or
from online criminals. And it's also
why cyber security is important

to all of us. Cyber security is about
safeguarding the devices we rely on,
and protecting the services that all
businesses, large and small, need to
function.
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Why does cyber
security matter
for Early Years
practitioners?

For Early Years practitioners,

cyber security also plays a role in
safeguarding the children in your
care. Good cyber security means
protecting the vast amounts of
personal or sensitive information
you hold on these children and their
families.

Your national Early Years legislation
and advice? and the Data Protection
Act require you to hold confidential
information and records about staff
and children securely, and ensure
these can only be accessed by those
who have a right or professional
need to see them (either physically
or digitally/online).

You may not think it, but regardless
of the size and nature of your

setting, the information that you

hold is of value to a criminal. And
although they may not target your
setting directly, it's all too easy to be
damaged by scam emails that cyber
criminals send out indiscriminately to
millions of businesses.

Cyber criminals will go after
anybody, provided there’'s money
to be made. Even if you don't lose
money directly, a data breach
(which is when information held by

a business is stolen or accessed
without authorisation) could cause
temporary shutdown of your setting
and reputational damage with

the families you engage with. It
could also leave you open to an
investigation by the Information
Commissioner’s Office (ICO), and
potentially lead to fines.

This may all sound quite alarming,
but there’s no need to panic.

This guidance from the NCSC has
been produced to help practitioners
working in Early Years settings to
protect the data and devices you
probably use every day. It could save
time, money and even your setting’s
reputation.

Even if you think you're not at risk,
we'd encourage you to read the
guidance. Following the four steps
outlined below will reduce the
likelihood of you being a victim, and
will help you get back on your feet
should the worst happen.

1. Back up your important
information.

2. Using passwords to control
access to your computers
and information.

3.  Protecting your devices from
viruses and malware.

4. Deadling with suspicious
messages (phishing
qttqcks%.

5. Find out more.

EYFS statutory framework (tmg\ond), Health and Social Care Standards (Scotland); National Minimmum Standards for Regulated Childcare
(for children up to 12 years) (wales); Minimum Standards for Childmindi ng and Daycare for children under 12 (Northern Ireland)
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https://www.ncsc.gov.uk/information/report-suspicious-emails
https://www.ncsc.gov.uk/guidance/data-breaches
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/596629/EYFS_STATUTORY_FRAMEWORK_2017.pdf
https://www.gov.scot/publications/health-social-care-standards-support-life/
https://careinspectorate.wales/sites/default/files/2018-01/160411regchildcareen.pdf
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1 Back up your
important
information

Think about how much you rely

on technology to run your setting,
and the information stored on your
computers. This includes sensitive
information about the children

in your care, their families, staff
records, family contact details in

an emergency, and other highly
personal information. There's also
business-critical data such as email,
fee payments, banking and invoices.

Now imagine how long you would be
able to operate without them.

It's important to keep a backup
copy of this essential information in
case something happens to your IT

equipment, or your setting's premises.

There could be an accident (such
as fire, flood, or Ioss), you could have
equipment stolen, or a computer
virus could damage, delete, or lock
your data until a ransom is paid.

Start by identifying your most
important information - that is, the
information that your setting couldn't
function without or that you're
legally obliged to safeguard. Make

a backup copy on a USB stick, an
external hard drive, or ‘in the cloud’.
Having made your backup, make
sure you that know how to recover
the information from it. If you use
nursery management software, it will
probably include tools to help you do
this.

If you don't use nursery management
software, search online for
instructions.

To get you started, here are some
'how-to’ guides for setting up cloud
storage:

1.  Apple (iPhone, iPad and
iPod Touch, and Mac).

2. Google (Android)

3. Microsoft (Windows 10)
devices.
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https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/721581/Information_sharing_advice_practitioners_safeguarding_services.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/721581/Information_sharing_advice_practitioners_safeguarding_services.pdf
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/always-back-up-your-most-important-data
https://support.apple.com/icloud
https://www.google.com/drive/
https://support.microsoft.com/en-gb/office/sync-files-with-onedrive-in-windows-615391c4-2bd3-4aae-a42a-858262e42a49?ui=en-US&rs=en-GB&ad=GB
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2 Using passwords
to control access
to your computers
and information

When used correctly, passwords are
an effective way to prevent anyone
who's not authorised from accessing
your email accounts, your devices,
and the data you store on them. This
section outlines some things to keep
in mind when using passwords.

2> Switch on password
protection (or other
‘signh-in’ options)

Make sure that the devices in
your setting (so laptops, PCs and
tablets) require a password when
you switch them on.

If you'd rather not use a password,
choose another method to ‘lock’
your device, such as a fingerprint,
PIN, screenpattern or face
recognition). If you need help
doing this, we've included some
links below:

1. Sign-in options for Windows 10

2. Sign-in options for Android

3. Sign-in options for macOsS

Sign-in options for iPhone

D Use strong passwords

Try to avoid using predictable
passwords (such as dates, or
family and pet names), and
don't use the most common
passwords that criminals can
easily guess (like ‘password’). To
create a memorable password
that's hard for someone else to
guess, you can combine three
random words to create a
single password (for example
‘dogtreecereal).

It's really important not to reuse
the same password for your
different online accounts.

In particular, use a strong and
separate password for your
email. If a hacker can access
your mailbox, they could access
information about your payments,
invoices, children (cmol their
fomilies), as well as send emails
pretending to be from you.

2 Look after your
passwords

Of course most of us have lots
of online accounts, so creating
different passwords for all of
them (and remembering them)
is difficult.
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https://www.teamsid.com/worst-passwords-2015/
https://www.teamsid.com/worst-passwords-2015/
https://www.ncsc.gov.uk/cyberaware/home#action-2
https://www.ncsc.gov.uk/cyberaware/home#action-2
https://www.ncsc.gov.uk/cyberaware/home#action-1
https://www.ncsc.gov.uk/cyberaware/home#action-1
https://www.ncsc.gov.uk/cyberaware/home#action-1
https://support.microsoft.com/en-us/windows/windows-10-sign-in-options-and-account-protection-7b34d4cf-794f-f6bd-ddcc-e73cdf1a6fbf
https://support.google.com/accounts/answer/6361026?co=GENIE.Platform=Android&hl=en
https://support.apple.com/lv-lv/guide/mac-help/mtusr005/mac
https://support.apple.com/en-gb/guide/iphone/iph14a867ae/ios

However, to make this easier,
you can:

1. Write all your passwords on
a piece of paper and keep it
somewhere safe (and away
from your computer).

2. Let your browser save your
passwords for you - it's safe
for you to save them when
you're asked, provided
you're OK with colleagues
accessing the computer in
your setting.

If more than one person is
accessing your computer, you
should ideally have different
accounts, and different
passwords, for each person.
Where this isn't possible, make
sure you know who has access
to your devices, who knows the
password, and that you're OK with
this. Don't write the password
on a Post-it that's stuck to the
computer, where anyone could
access your details.

For the same reasons, use a lock
screen when you're not at your
desk, and make sure you change
your passwords when a member
of staff with access to your
devices leaves.

Do you want Google Chrome to save your password
for this site?

plp_pantena

- Wil you like 1o save this password
o Vo ki i s o Ptk st

e

Marver for This Website ot Now

It's safe to let browsers save your
passwords.

> Setup two factor

authentication

Many online accounts and
services allow you to set up two
factor authentication (2FA),
which means that even if a hacker
knows your password, they won't
be able to access your accounts.
It usually works by sending you a
PIN or code (often sent by SMS),
which you'll then have to enter to
prove that it's really you. If you're
given the option, it's worth taking
the time to set up 2FA on your
most important accounts (like
email and banking) - it only takes
a few minutes, and you're much
safer online as a result.
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https://www.ncsc.gov.uk/cyberaware/home#action-3
https://www.ncsc.gov.uk/cyberaware/home#action-3
https://en.wikipedia.org/wiki/Lock_screen
https://en.wikipedia.org/wiki/Lock_screen
https://www.ncsc.gov.uk/cyberaware/home#action-4
https://www.ncsc.gov.uk/cyberaware/home#action-4

2 Communicating
safely with your
families (including
social media)

If you send out newsletters,
social media posts, or any other
communications that include
photos or details of children in
your care, make sure you control
who can access these.

For example, you should password
protect newsletters so only
families who have been given the
password can open them.

You should also check the privacy
settings across any social media
accounts you use, so that only
the child’s carers have access
(the NCSC have published
guidance to help you do this).

O
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https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely
https://www.ncsc.gov.uk/guidance/social-media-how-to-use-it-safely
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3 Protecting
your devices
from viruses and
malware

Viruses are a type of malicious
program that can harm devices such
as computers and laptops. Once
your device has been infected, this
malicious software (also known as
malware) can steal your data, erase
it completely, or even lock you out of
your device.

Just like real-life viruses, computer
viruses spread easily. Your devices
can become infected by accidentally
downloading an email attachment
that contains a virus, or by plugging
in a USB stick that is already infected.
You can even get infected from a
dodgy website that you've been
tricked into visiting.

This section contains tips about how
to protect your devices from the
damage caused by viruses and other
types of malware.

2 Turn on your antivirus
product

You should always use antivirus
software on the laptops and
other computers in your setting.
It's often included for free, so it's
just a matter of turning it on, and
keeping it up to date.

Most modern smartphones and
tablets don't need antivirus
software, provided you only install
apps and software from official
stores such as Google Play and
Apple's App Store.

> Keep all yourIT
devices up to date

Don't put off applying updates
to your apps and your device's
software. These updates include
protection from viruses and
other kinds of malware, and will
often include improvements and
new features. Applying software
updates is one of the most
important things you can do to
protect your devices.

Update all apps and your device's
operating system when you're
prompted. You can also turn

on ‘automatic updates’ in your
device's settings, if available.

This will mean you do not have to
remember to apply updates.

If you think your device contains

a virus (or any other type of
malware), please read the NCSC's
guidance on how to recover an
infected device.
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https://www.ncsc.gov.uk/guidance/what-is-an-antivirus-product
https://www.ncsc.gov.uk/guidance/what-is-an-antivirus-product
https://www.ncsc.gov.uk/guidance/hacked-device-action-to-take
https://www.ncsc.gov.uk/guidance/hacked-device-action-to-take
https://www.ncsc.gov.uk/guidance/hacked-device-action-to-take
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4 Dealing with
suspicious
messages
(phishing attacks)

‘Phishing’ emails are scam messages
that try to convince you to click

on links to dodgy websites, or to
download dangerous attachments.
The websites might try and trick

you into giving sensitive information
away (such as bank details); and the
attachments can contain computer
viruses that will infect your machine.

Many phishing emails are now
preying on fears of COVID-19, but
criminals can also use other methods
to trick you, such as sending text
(SMS) messages, or by phone.
However, the term ‘phishing’ is mainly
used to describe scams that arrive
by email.

This section describes how to spot
the most obvious signs of a phishing
email, and what to do if you think
you've clicked a suspicious link.

D Tips for spotting
suspicious messages

Spotting scam emiails is tricky, but
things to look out for include:

« official-sounding messages
about ‘resetting passwords’,
‘receiving compensation’,
‘scanning devices’ or ‘missed
deliveries’

» emails full of ‘tech speak’,
designed to sound more
convincing

» being urged to act
immediately or within a
limited timeframe

The message will often claim to
be from an authority figure (like
a bank, or power company).
Remember, your bank (or any
other official organisation) will
never ask you to supply personal
information.

If you have any doubts, contact
the organisation directly using
their official website or sociall
media channels. Don't use the
links or contact details in any
messages you have been sent.
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https://www.bbc.co.uk/news/technology-51838468

2 Help your staff to spot

unusual requests

Do colleagues and staff at

your setting know what to do
with unusual emails or phone
calls, and where to get help?

Ask yourself whether someone
impersonating an important
individual (a parent, manager, or
member of the local authority)
would be challenged.

Think about how you can
encourage and support your

staff to question suspicious or
just unusual requests, even if they
appear to be from important
individuals. Having the confidence
to ask ‘is this genuine?’ can be the
difference between staying safe,
or a costly mishap.

Reporting suspicious
messages

If you receive a message from

an organisation or person that
doesn’t normally contact you, or

if something just doesn't feel right,
you should report it.

You'll be helping the NCSC to
reduce criminal activity, and in
the process, prevent others from
becoming victims.

«+ If you've received a suspicious
email, forward it to the NCSC's
Suspicious Email Reporting
Service at report@phishing.

gov.uk

+ If you've received a suspicious
text message, forward it to
7726. This is a free-of-charge
service for reporting spam to
your network operator.

> Whattodoif you've

already responded

If you've already responded to a
suspicious message, here’'s what
to do:

« If you think any of your
accounts (including email
accounts) have already been
hacked, refer to our guidance
on recovering a hacked
account (which includes what
to look out for).

« If you've been tricked into
providing your banking details,
contact your bank and let
them know.

« If you've given out your
password, you should change
the passwords on any of your
accounts which use the same
password.

« If you've lost money, tell your
bank and report it as a crime
to Action Fraud, the reporting
centre for cyber crime for
those in England, Wales and
Northern Ireland.

You can contact them on
0300123 2040. In Scotland,
contact the police by dialling
101 or via the Police Scotland
website.
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http://report@phishing.gov.uk
http://report@phishing.gov.uk
http://report@phishing.gov.uk
http://report@phishing.gov.uk
http://report@phishing.gov.uk
http://report@phishing.gov.uk
http://report@phishing.gov.uk
http://report@phishing.gov.uk
http://report@phishing.gov.uk
https://www.ncsc.gov.uk/guidance/recovering-a-hacked-account
https://www.ncsc.gov.uk/guidance/recovering-a-hacked-account
https://www.ncsc.gov.uk/cyberaware/home#section_2
https://www.actionfraud.police.uk/
https://www.scotland.police.uk/contact-us/report-fraud
https://www.scotland.police.uk/contact-us/report-fraud
https://www.ncsc.gov.uk/information/report-suspicious-emails
https://www.ncsc.gov.uk/information/report-suspicious-emails
http://report@phishing.gov.uk
http://report@phishing.gov.uk
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Find out more

For more information, please visit

the National Cyber Security Centre’s
website. It's full of information and
guidance that will help you learn how
to protect your data and devices.
You might find the following sections
particularly useful

« Dedling with common cyber
problems

¢ Protecting your data and devices

« CyberAware (the government’s
advice on how to stay secure
online).
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https://www.ncsc.gov.uk/section/information-for/individuals-families#section_3
https://www.ncsc.gov.uk/section/information-for/individuals-families#section_3
https://www.ncsc.gov.uk/section/information-for/individuals-families#section_4
https://www.ncsc.gov.uk/cyberaware/home
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