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1
Purpose and Scope of this Agreement
Thames Valley Police is committed to working in partnerships to increase community safety. This Agreement is to facilitate the exchange of information in order to help professionals within schools/colleges to support children who are exposed to domestic abuse. It does not replace the on-going work of Children’s Social Care teams or the Multi-Agency Safeguarding Hub, but is designed to complement this work and ensure that the welfare of children is promoted. This approach is endorsed by recent Government advice.
The sharing of personal and sensitive personal data is necessary in order to support children who are at risk of being exposed to domestic abuse. This satisfies a policing purpose of preventing the commission of offences, protecting life and property, and prevention of harm.

2
Benefits of Sharing
Sharing aims to benefit all parties to the sharing by increasing the safety, health and well-being of vulnerable children 
3  Information to be shared

This Agreement has been formulated to facilitate the exchange of information between Thames Valley Police and schools/colleges. Any information being shared must be proportionate and no more than necessary for the purpose for which it is being shared. Information will not be shared where disclosure would prejudice on-going proceedings or sensitive cases unless there is an overriding public safety requirement to do so. 

Thames Valley Police will review all domestic incidents recorded on their crime/incident database (called Niche RMS) within the preceding 24 hour period and provide notification of those incidents where a child has been noted as being either present or a witness when the incident took place. This is because children are more likely to be effected by the domestic abuse if they are present at the time. However, the type of incidents recorded by officers could range from minor non-crime matters where officers de-brief a victim some days after the incident (and the children may not be aware of it) to the most serious criminal offences dealt with as a 999 emergency. However, the nature of the notification will mean that the seriousness of the incident will not be included.

The information that will be shared under the terms of this Agreement consists of:

       Name

       Age 

       Home address and incident address

       Date and time of incident 

       NICHE occurrence number (the police reference number)
4 Info-Sharing Process
4.1 Accuracy of information shared 
The information to be shared must be accurate and adequate.  Information which is discovered to be inaccurate or inadequate will be notified to the partner who has provided the data and they will be responsible for correcting the data and notifying all other recipients of the data who must ensure that the correction is made.

4.2       Designated Officers 
Each school/college will nominate two senior staff members to be Designated Officers for Operation Encompass. The Designated Officers will receive appropriate training/briefing to ensure they understand the information-sharing reports received from Thames Valley Police.  They are to use this information to consider how best to support the named child whilst at school/college.  Schools/colleges are not expected to undertake their own safeguarding response to the information provided.

4.3
Procedures
Information sharing process:

a. TVP will forward the Operation Encompass notification as an email to the school/college’s generic email address with the personal information in a password protected attachment. 
b. The school/college’s office staff will promptly forward the email with the attachment to the Designated Officer/s. 
c. Designated Officer/s will open the attachment with the password previously supplied by the TVP. 
d. Designated Officer/s will make a decision regarding which member/s of the school/college staff (if any) need to be briefed in respect of the Operation Encompass notification.
A record must be kept of:

· Information shared

· Whom the information was shared with

· Purpose for sharing

· Rationale for supporting or declining a request for information

Each agency will be responsible for their own copy of information, including security, further distribution, storage, retention and destruction, and will become the data controller at the point of receipt.
4.4
Security of the information being shared

Only the minimum amount of information necessary should be disclosed.   The information should be stored securely and for not longer than is necessary. All data shared with any signing partner will be deleted when no longer necessary (e.g. when a child is no longer a pupil at the school/college).
It is the responsibility of signatories to this Agreement to ensure that adequate security arrangements (physical security, information security as well as information in transit security) are in place in order to protect the integrity and confidentiality of the information we hold and to meet the requirements of Principle 7 of the Data Protection Act.  Any loss of data by a recipient partner must be notified to the originating partner at the earliest opportunity.

Thames Valley Police may, by arrangement, undertake a physical review of the security in place to ensure the confidentiality, integrity, availability and non-repudiation of the Force information being stored under this Agreement. Thames Valley Police may also wish to request a copy of the school/college’s information security policy, where it exists.
Appropriate measures and steps will be taken to ensure that any risk to information and data subjects is minimised. Information will only be transferred (to the school/college’s generic email address) as a password-protected attachment.  Schools/colleges must advise any changes to their email address by emailing Thames Valley Police using the email address: Encompass@thamesvalley.pnn.police.uk. 

Schools/colleges should not print out Operation Encompass notifications.
5
Roles and Responsibilities

5.1 
Specialist advice about this Agreement
There is an obligation on all organisations that the information shared is directly relevant to the purposes this Agreement seeks to achieve.  Should any organisation's staff members have concerns regarding information they wish to share, information already shared, or changes to this Agreement, they should consult the following:

Information Governance Team, Joint Information Management Unit, Thames Valley Police Headquarters, Oxford Road, Kidlington, Oxon, OX5 2NX
InformationGovernanceTeam@thamesvalley.pnn.police.uk 

5.2
Safeguarding       

An Operation Encompass notification should not lead to the school/college making a referral to the local Multi-Agency Safeguarding Hub (MASH) as the domestic incident will be referred to the MASH by Thames Valley Police.
However, where further Child Protection concerns are identified, the school/college should follow your existing Child Protection protocols, which would include considering a MASH referral.   
6       Agreement To Abide By This ISA
Partners to this Agreement acknowledge that the wrongful disclosure of personal data (obtained under this Agreement) to other organisations or persons may amount to a criminal offence under Section 55 of the Data Protection Act 1998.  

This Agreement has been written to ensure compliance with the data protection principles and failure to abide by this Agreement may lead to an organisation acting in breach of that act and thereby be subject to a penalty levied by the Office of the Information Commissioner or other litigation, and the suspension or termination of this Agreement.  Signatories to this Agreement agree to provide the Office of the Information Commissioner with all necessary assistance in identification of the source of any breach.

By signing this Agreement, all signatories accept responsibility for its execution and agree to ensure that staff members are trained so that requests for information and the process of sharing itself are sufficient to meet the purpose of this Agreement.

The agencies signing this Agreement accept that the procedures laid down in this document provide a secure framework for the sharing of information between agencies in a manner compliant with their statutory and professional responsibilities.
As such they undertake to:

· Ensure compliance with legislation (eg Data Protection Act, Human Rights Act) and the Government Security Classifications Policy. 

· Not release information to any third party, for a purpose not covered by this Agreement, without obtaining the express authority of the partner.

· Implement and adhere to the procedures and structures set out in this Agreement including a commitment to investigate any complaints of non-adherence to the Agreement.

· Accept responsibility for its execution and agree to ensure that the sharing is sufficient to meet the purpose of this Agreement.

· Engage in a review of this Agreement when requested. 
7       Signatories
For schools/colleges, the Head Teacher/Principal, or their nominated deputy, will be the signatory in respect of this ISA.    For Thames Valley Police, the signatory will be the Detective Superintendent - Head of Protecting Vulnerable People.
Appendix A - Legal basis / power or duty to share information and Statutory responsibilities 
The police can only share information if its disclosure is believed to be necessary and proportionate and supports our common policing purpose of:

· Protecting life and property;

· Preserving order;

· Preventing the commission of offences;

· Bringing offenders to justice;

· Any other duty or responsibility arising from common or state law

The disclosure of any personal data must be bound to both common law and statute, for example defamation, the common law duty of confidence, the Data Protection Act 1998, and the Human Rights Act 1998. 

To be effective in facilitating the necessary exchange of information, the legal basis for sharing will operate within the provisions outlined by any existing overarching partnership information sharing frameworks and more specifically within the legislation listed below:

· The Human Rights Act 1998 - public authorities may only interfere with an individual’s right to respect for private and family life; if that interference is necessary, justified, proportionate and in the interests of national security, public safety, prevention of crime and disorder and the protection of health.

· The Data Protection Act 1998 – The first Data Protection principle requires, among other things, that one or more ‘conditions for processing’ must be satisfied when processing personal data. The conditions for processing take account of the nature of the personal data in question and are more exacting when the information being processed is sensitive personal data, such as information about a person’s criminal record or health. Information shared for the purposes of this Agreement will be processed in accordance with these conditions. In addition, Section 29 of this Act supports the disclosure of personal information where failing to do so would prejudice the: prevention / detection of crime and the apprehension / prosecution of offenders. For the appropriate use of this exemption the receivers of shared information should be undertaking an activity that will prevent / detect crime or apprehend / prosecute offenders.
· Crime and Disorder Act 1998 section 115 – allows the disclosure of information, for the purposes of reducing crime and disorder to relevant authorities (as defined by the Act) or to a person acting on behalf of such an authority.

· Children Act 2004 - Section 10 of the Act places a duty on each children’s services authority to make arrangements to promote co-operation between itself and relevant partner agencies to improve the well-being of children in their area in relation to factors including; physical and mental health; emotional well-being, and protection from harm and neglect. 

Amongst others; local policing body and bodies within the education and / or voluntary sectors have a duty under section 11 of the Children Act 2004 to have arrangements in place to safeguard and promote the welfare of children

· HM Government Information Sharing Advice for practitioners providing safeguarding services to children, young people, parents and carers 2015
Where there are concerns about the safety of a child, the sharing of information in a timely and effective manner between organisations can reduce the risk of harm. Whilst the Data Protection Act 1998 places duties on organisations and individuals to process personal information fairly and lawfully, it is not a barrier to sharing information where the failure to do so would result in a child or vulnerable adult being placed at risk of harm. Similarly, human rights concerns, such as respecting the right to a private and family life would not prevent sharing where there are real safeguarding concerns.

· Department of Education Keeping children safe in education 2016 - 
It is important for children to receive the right help at the right time to address risks and prevent issues escalating. Schools/colleges should work with social care, the police, health services and other services to promote the welfare of children and protect them from harm. This includes providing a coordinated offer of early help when additional needs of children are identified and contributing to inter-agency plans to provide additional support to children subject to child protection plans. 
· Common Law Powers of Disclosure - where no other statutory gateway is identified, and the individual’s right to confidentiality is outweighed by the public interest in sharing the information, then a common law disclosure can be considered.  To make this assessment a Public Interest Test must be carried out on a case-by-case basis.
· Consent - Ask for consent to share confidential information unless: 
· asking for consent may increase the risk of significant harm to the child or young person 

· a delay in sharing information may increase the risk of harm to the child or young person. 

Consent can be either verbally or in writing, although it is better to get written consent in order to avoid any future dispute. A person can withdraw consent at any time. If a child does not have the capacity to understand and make their own decisions, consent can be obtained from a person with parental responsibility.  The person being asked for consent must understand what information will be shared and why it needs to be shared.  It is important to respect the wishes of a child or any person who does not consent to share confidential information. If consent to share information has not been given, the information may still lawfully be shared if it can be justified to be in the public interest eg to: 
 protect children from significant harm 

 promote the welfare of children. 

Appendix B - Considerations when sharing personal information

Necessity of the information sharing

The Data Protection Act requires that any sharing of personal information is necessary (i.e.: that the purpose of sharing cannot be satisfied without sharing personal information).  Necessity may arise to comply with a legal obligation, to exercise a function under a statute, or for the purposes of the legitimate interests pursued by the signatory partners.  This includes the policing purpose. 

The sharing of personal and sensitive personal data is necessary in order to identify victims of repeat domestic incidents, and provide support. This satisfies a policing purpose of preventing the commission of offences, protecting life and property, and prevention of harm.

Unless there is a statutory duty or a court order to share information, professional judgement based on the facts of the case should be used to decide whether to share and what should be shared.   When making these decisions, the safety and welfare of the child must be the key consideration.  
Principles to be considered before sharing

The principles set out below are intended to help practitioners working with children, young people, parents and carers share information between organisations. Practitioners should use their judgement when making decisions on what information to share and when and should follow organisation procedures or consult with their manager if in doubt. The most important consideration is whether sharing information is likely to safeguard and protect a child. 

Necessary and proportionate

When taking decisions about what information to share, you should consider how much information you need to release. The Data Protection Act 1998 requires you to consider the impact of disclosing information on the information subject and any third parties. Any information shared must be proportionate to the need and level of risk. 
Relevant

Only information that is relevant to the purposes should be shared with those who need it. This allows others to do their job effectively and make sound decisions. 

Adequate 

Information should be adequate for its purpose. Information should be of the right quality to ensure that it can be understood and relied upon.

Accurate 

Information should be accurate and up to date and should clearly distinguish between fact and opinion. If the information is historical then this should be explained. 

Timely 

Information should be shared in a timely fashion to reduce the risk of harm. Timeliness is key in emergency situations and it may not be appropriate to seek consent for information sharing if it could cause delays and therefore harm to a child. Practitioners should ensure that sufficient information is shared, as well as consider the urgency with which to share it. 

Secure

Wherever possible, information should be shared in an appropriate, secure way. Practitioners must always follow their organisation’s policy on security for handling personal information. 

Record 

Information sharing decisions should be recorded whether or not the decision is taken to share. If the decision is to share, reasons should be cited including what information has been shared and with whom, in line with organisational procedures. If the decision is not to share, it is good practice to record the reasons for this decision and discuss them with the requester. In line with each organisation’s own retention policy, the information should not be kept any longer than is necessary. In some circumstances this may be indefinitely, but if this is the case there should be a review process.
Justification for the provision of sensitive personal information

Sensitive personal data is information about an individual which relates to the actual or alleged commission of an offence and any related proceedings; physical or mental health; sex life; race; ethnic origin; religious belief; political or trade union membership.  Where the information of this nature will be shared under this Agreement, the sharing will satisfy one or more of the following conditions of schedule 3 of the Data Protection Act.

· The data subject has given their explicit consent to the sharing.
· To protect the vital interests of the data subject or another person, where consent cannot reasonably be obtained or has been withheld unreasonably where the vital interests of a third party are at stake 

· The sharing of the information is necessary for the exercise of any functions conferred on a constable by any rule of law.

Duty of confidence

Information provided by a third party may be considered as having been provided in confidence. For example, a witness to a crime would not ordinarily expect the police to provide their details to anyone not involved in investigating or prosecuting that offence, having an expectation of confidence and that this would not be shared further.

The justification for sharing such data under this Agreement, where such a duty of confidence exists will be satisfied by meeting the following conditions:

· The individual to whom the information relates has consented to the sharing of the information.

· Where there is an overriding duty to the public (for instance, the information concerns the commission of a criminal offence or relates to life-threatening circumstances)
In all instances the minimum of personal data will be shared for the purposes, and only to those agencies that have a justified, relevant and purposeful reason for needing the shared information. 

Where non-statutory organisations (such as charities and voluntary sectors) due consideration should be given to whether there is an overriding public interest in sharing the information that outweighs the duty of confidence to the subjects of the personal data. 
Fair processing of the information

The Data Protection Act requires the fair processing of information unless an exemption applies.  In particular, fairness involves being open with people about who is processing their data and how their data is being used.  Put simply, a data subject should not be ‘surprised’ by their information being shared under this Agreement, where the data controller has had reasonable opportunity to inform them of this.

Wherever possible, data subjects will be informed of the need to share their data, whom it will be shared with, and the purposes for the intended sharing. The sharing of personal information with other agencies, when it is for the purposes of preventing and detecting crime, and/or the protection of life and property, is also listed as a form of data processing that may be undertaken by Thames Valley Police in line with fair processing notification requirements under the Data Protection Act 1998, and included in the Thames Valley Police Privacy Policy.

                                                                                     

Where personal information relates to that of offenders, and to adhere to the above would prejudice the prevention / detection of crime and/or the apprehension / prosecution of offenders, Section 29 of the Data Protection Act 1998 allows for an exemption that supports the disclosure of personal information, only in as much as to comply with fair processing would prejudice those purposes. For the appropriate use of this exemption the receivers of shared information should be undertaking an activity that will prevent / detect crime or apprehend / prosecute offenders.
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